NHOOPMAIIMOHHASA TAMATKA JUJISA OBYYAIOIIUXCA 1JIAA PASMEIIEHUA
HA O©PUIIUAJIBHBIX UHTEPHET-PECYPCAX

C KaxXIbIM IOZIOM MOJIOJIC)KH B UHTEPHETE CTAHOBUTHCS OOJIbLIE, a AETU OIHU U3 CaMBIX
aKTHBHBIX Mojab3oBarened Pynera. Mexay TeM, IIOMHMO OTPOMHOIO  KOJWUYECTBA
BO3MOXHOCTEH, MHTEPHET HeceT U MpoOsieMbl. DTa MaMATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.

KomnbroTrepHbie BUPYCHI

KoMmnbloTepHslii  BUpyC - 3TO  Pa3HOBUAHOCTb  KOMIIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTEIPHOH OCOOCHHOCTBIO KOTOPOH SBJISIETCS CIIOCOOHOCTh K pa3MHOXeHHoo. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHl MOTYT MOBPEIUTHh WM TOJIHOCTBIO YHUYTOXUTH Bce (ailiibl u
JJaHHbIE, MOJKOHTPOJIbHBIE IOJIb30BATENI0, OT MMEHH KOTOPOro ObUla 3allyllieHa 3apa)KeHHas
IporpaMma, a TakKe MOBPEAUTh WM JaKe YHUUYTOXKUTh ONEPALUOHHYIO CHCTEMY CO BCEMH
¢aitnamu B nenoM. B GodbIIMHCTBE ClIy4aeB paclpoOCTPaHSIOTCS BUPYCHI Yepe3 HHTEPHET.
MeTo/1b1 3a1IUThI OT BPEJOHOCHBIX IIPOTPaMM:

1. HUcnonb3yil coBpeMeHHbIE ONEpallMOHHBIE CHUCTEMBbl, UMEIOLIUE CEPbE3HBIN YPOBEHb
3alllUThl OT BPEJOHOCHBIX POTpamm;

2. TlocrosiHHO ycTaHaBiuMBai nauTd (UKM(POBbIE 3alIaTKH, KOTOpPblE ABTOMATUYECKU
YCTAHABJIMBAIOTCS C IENbI0  J0pabOTKM MpOorpaMMbl) ¥ JPYrHe OOHOBJICHUS CBOEH
ornepannoHHOM cuctembl. CkauMBail X TOJBKO ¢ 0pUIMATIBHOrO caifta pa3padotunka OC. Eciu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKJIIOUH €T0;

3. Pabotaii Ha cCBOeM KOMIIbIOTEpE IO/ MpaBaMU I0JIb30BATENs, a HE aJIMUHUCTPATOpA.
OTO HEe MO03BOJMUT OOJBIIMHCTBY BPEJOHOCHBIX IPOrpaMM HHCTAJUIMPOBATHCS HA TBOEM
HEpCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE NIPOTrPAMMHBIE MTPOJYKTHI M3BECTHBIX IPOU3BOJUTENECH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanndp pU3HUYECKHHA JOCTYI K KOMITBIOTEPY IS TOCTOPOHHUX JIMIL;

6. Mcnonp3yiil BHEIIHUE HOCUTENIN UH(OpMAIMK, Takue Kak (iemka, Tuck nwin ¢aitn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB

7. He oTkpbiBail KOMIbIOTEpHBIE (DaiiiIbl, MOJyYEHHbIE U3 HEHAAEKHBIX HUCTOYHUKOB.
Jaxe Te ¢ailibl, KOTOpbIe NMPUCHIal TBOW 3HaKOMBIH. Jlyullle yTo4HM y HEro, OTHpaBisl JU OH
Tebe ux.

Cern WI-FI

Wi-Fi - 310 He BHJ nepenauy JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH, Mapka. Emre
B 1991 rongy Huzaepnanjckas koMmmnanusi 3apeructpuponana opena "WECA", uto o603Hauano
cioBocouetanue "Wireless Fidelity", koTopslit mepeBoauTcs kak "6ecrpoBoiHas TOUHOCTH". Jlo
HAIIero BPEMEHH JOoIIa Jipyras abOpeBuaTypa, KOTopas sBJISIETCS TaKOW jK€ TEXHOJIOTHEH. DTo
ab6pesuatypa "Wi-Fi". Takoe Ha3zBaHue ObUIO JaHO C HAMEKOM Ha CTaHJApT BbICIIEH 3BYKOBOU
texuuku Hi-Fi, uto B mepeBoje o3HauaeT "BbicOKas TOYHOCTH'. [la, GecriaTHBIM MHTEPHET-
JIOCTYT B Kage, OTeNsIX U a3poIopTax sIBJISETCS OTIMYHONW BO3MOXKHOCTBIO BBIXOJ]a B MHTEPHET.
Ho muorue skcnepTsl cunrtarot, uto obmenoctynisie Wi-Fi cetu He sBISIOTCSI 0€3011aCHBIMHU.

CoBeTtbl 110 O€30MaCHOCTH pabOTHI B 00LIETOCTYHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoto ymuHyto uHpopmamuio depe3 obmemnoctynubie Wi-Fi cern.
Paboras B HuX, )KenaTe’abHO HE BBOAUTH MAPOJH JOCTYIA, JOTMHBI U KaKhe-TO HOMEpa;

2. Vcnonb3yit 1 OOHOBIISIT aHTUBUPYCHBIE MPOrpamMMbl U OpaHamayep. TeM caMbIM Tl
o0e3onacuib ceds 0T 3aKaYKH BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonwszoBanuum Wi-Fi otkmoun ¢ynkuuto "OOmuit goctyn Kk aiimam u
npuntepam". JlaHHas (yHKIMS 3aKpbITa 10 YMOJYaHHUIO, OJHAKO HEKOTOPHIE I0JIb30BaTENN
aKTUBUPYIOT €€ JJisl y100CTBa UCIOJIb30BaHUs B paboTe Ui y4yeoe;

4. He ucnons3yit myOnuunsiid WI-FI m1s mepepaun JUYHBIX JaHHBIX, HampuMmep Uis
BBIXO/Ia B COIMAJIbHBIE CETU WU B AJIEKTPOHHYIO MOUTY;



5. HUcnone3yit Tonpko 3amuiieHHoe coenuHenue uepes HTTPS, a ne HTTP, T.e. npu
Habope BeO-aapeca BBoaM UMeHHO "https://";

6. B wmoOunbHOM Tenedpone otkmoun  pyHknuio "Tomximrouenne k  Wi-Fi
aBToMatuyecku". He momyckail aBTOMaTH4eCcKOro MOAKIOYEHUsT yCcTporicTBa K ceTsim Wi-Fi 6e3
TBOETO COIJIacusl.

CouunajbHbIe CeTH

CoumasnbHble CETH aKTHMBHO BXOJAT B HAlIy JKU3Hb, MHOTHE JIIOAU PabOTAIOT U KHUBYT
TaM NOCTOsIHHO, a B Facebook yxe 3apeructprupoBan MUJUIMap YeNOBEK, YTO SIBISETCS OAHOMN
CeIbMOM BCEX JKMTENEH IJIaHeThl. MHOTHE MOJb30BATEIM HE MOHHMMAIOT, YTO WH(pOpMAaIHs,
pa3MeIleHHas UMU B COIIMANIbHBIX CETAX, MOXKET ObITh HalJIeHa U HCIIOJIb30BaHAa KEM YroJIHO, B
TOM YHCJIe HE 00513aTeNbHO ¢ OJ1aruMHu HaMEePEHHUSIMU.

OcHOBHBIE COBETHI 110 0€30M1aCHOCTH B COLIMATBHBIX CETAX:

1. Orpannyb cnucok apy3ei. Y TeOs B Jpy3biX HE JOJDKHO OBITh CIy4ailHBIX M
HE3HAKOMBIX JIHOJEH;

2. 3amuniaid cBOIO YacTHYIO ku3Hb. He ykaspiBail maponu, TenedoHsl, aapeca, naTy
TBOETO POXKICHUS M IPYTYIO JMYHYI HUH(QOpMAIHO. 3I0yMBIIIJIEHHUKA MOTYT HCHOJIb30BaTh
Jake HH(POPMAIUIO O TOM, KaK Thl U TBOU POAUTEINN TUIAHUPYETE MPOBECTH KAaHUKYIIHI,

3. 3amuiail cBOK pemyTaIuio - AepKH €€ B YHUCTOTe U 3a/1aBail cebe Bompoc: XoTen Obl
TBI, YTOOBI JIPYTHe TOJIH30BATENN BUACIH, YTO THI 3arpyxaemb? [lomymaii, mpexae 4eM 4To-To
OIMyOJIMKOBATh, HAMKCATh U 3aTPY3UTh;

4. Ecnu Tl TOBOPHILB C JHOAbMH, KOTOPBIX HE 3HACIlIb, HE UCIOIb3YH CBOE pEeaIbHOE UMS
U IPYTYIO JTUYHYIO0 HH(OOPMALIUU: UM, MECTO )KUTEIHCTBA, MECTO Y4eObl U MpoUeEe;

5. U3beraii pasmemenust ¢potorpaduii B IHTEpHETE, T/I€ THI M300pakeH Ha MECTHOCTH,
MO0 KOTOPO MOYKHO OMPEICIUTL TBOE MECTOTONIOKEHHE;

6. Ilpu perucTtpamuu B COLMANTBHONH CETH HEOOXOAUMO HCIOJIB30BATH CIIOXHBIE ITapOIIH,
cocrosmye u3 OykB U QP U ¢ KOTMYECTBOM 3HAKOB HE MeHee &;

7. JIns conyanbHON CeTH, MOYThl U APYTHX CaliTOB HEOOXOAMMO HCIOJIB30BaTh pa3Hble MapoOIu.
TOF,I[a €clii Te0s B3JIOMAKOT, TO 3JIOYMBIINUICHHHUKHA I10JIy4aT JOCTYIl TOJIBKO K OTHOMY MECTY, a HE BO BCE
cpasy.

JIeKTPOHHBIE JeHbI U

DNEeKTPOHHBIE JIEHBIM - 3TO OYEHb YIOOHBINA CHOCOO MIIaTeXEW, OJHAKO CYIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJYYUTh TH JECHBIH. DJIEKTPOHHBIE IEHBIU MOSBHIUCH COBCEM
HEJAaBHO M UMEHHO M3-3a 3TOr0 BO MHOT'MX T'OCYAapCTBax 0 CHUX MOpP HE MPOMMCAHO MPO HUX B
3akoHax. B Poccum xe oHM (PYHKIMOHUPYIOT M O HUX YK€ NPOINHUCAHO B 3aKOHE, TJe UX
pa3lensioT Ha HECKOJIbKO BHJIOB - AHOHMMHBIE W HE aHOHMMHbIE. Pa3HMIla B TOM, 4YTO
AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiaeTcs NpOBOJUTH omepanuu 0e3 HIeHTH(UKaLUu
M0JIb30BATENsl, & B HEAHOHUMHBIX HJIECHTU(UKALMS I[OJIb30BATENS SBISETCS 00sA3aTEeIbHOM.
Taxoke cieayer pa3inyarh JMEKTPOHHBIE (PUATHBIE I€HbIU (PaBHBI TOCY/1aPCTBEHHBIM BaJIIOTAM)
U JIEKTPOHHbIE He(pUaTHbIE NEHBIU (HE paBHbI TOCYAPCTBEHHBIM BaJIIOTaM).

OcHOBHbIE COBETHI M0 6€30MacHOI paboTe ¢ IEKTPOHHBIMU JIEHbIaMHU:

1. IIpuBsku K cyeTy MOOWIBHBIN TenedoH. DTO caMblif yIOOHBINH M OBICTPBIN CcrOCO0
BOCCTAHOBUTh JOCTYN K cuery. [lpuBsizanHbIii TenedoH mNOMOXET, eciu 3alynems CBOM
MJIATEKHBINA MAPOJIb WU 3aiIeIIb HA CAT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonb3yit ogqHopa3osble naponu. Ilocie nepexoaa Ha yCHIIEHHYIO aBTOpU3aIUIo TeOe
yke He Oy/IeT yrpoKaTh OMaCHOCTb KPa)XH WJIU TiepexBaTa MIaTeKHOT0 MapoJis;

3. Boibepu cnoxublii mapoinb. IlpecTymHukam OyaeT He NMPOCTO yrajaaTh CIOXKHBIH
naposb. HajnexxHble maposiv - 3T0 maposii, KOTOpbIe CoIepKaT He MEeHee 8 3HAKOB M BKJIIOYAIOT B
ce0si CTpOYHbIE M MPONHCHBIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TAaKME KaK 3HAK JI0JUIapa,
¢byHTa, BOCKJIHIATENbHBIN 3HaK ¥ T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIEILIb.

DJIeKTPOHHAS MOYTA

DneKTpOHHAs M0YTa - 3TO TEXHOJIOTUS U NMPEAOCTABISIEMBIE €10 YCIYTH IO MEPECHUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOLIECHHM, KOTOpBIE paclpeiesioTcs B KOMIBIOTEPHOH ceTu.



OO0b19HO 3JEKTPOHHBIN MOYTOBBIN SIIUAK BBITJISIIUT CJIeIYIOLIUM obpazom:
UMs_TIOJb30BaTeNA(@HUMs_JTOMEHa. Takke KpoMme Tepefadyd TMpOCTOro TEKCTa, HMeeTCs
BO3MOXKHOCTb TIepeaBaTh (ailiibl.

OcHOBHBIE COBETHI IO 0€30MacHON padoTe ¢ AIMEKTPOHHON TOYTOM:

1. Haymo BbIOpaTh NMpaBHIBHBINA MOYTOBBIA CepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUIlle TOBEPATh TE€M, KOTO 3HAEUIb M KTO MEPBHIN B
pEUTHHTE;

2. He yka3piBaii B JIMUHOH MouTe JUYHYI0 MH(popManuio. Hampumep, mydine BeIOpaTh
"My3bIKanbHbIN _(aHaT@" nmn "pox2013" Bmecto "Temal3";

3. Mcnonb3yil IBYX3TalHYO aBTOPU3ALUIO. DTO KOTJ1a IOMUMO apoJisi HY>KHO BBOJIUTH
KO/, IpUChLIaeMbIil 1o SMS;

4. BpiOepu CIIOXKHBIA maponb. JJIg KaXAoro MOYTOBOTO SIIHUKA JOJDKEH OBITh CBOM
HaJCKHBIHA, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecnm ectb BO3MOXHOCTh HAIlMCaTh CaMOMY CBOM JIMYHBIA BOIIPOC, UCHOJIB3YH 3TY
BO3MO>KHOCTb;

6. Hcnonp3ylh HECKOJIBKO TOYTOBBIX SIIMKOB. lIepBhlii a1 4acTHOM NEPENUCKU C
aZpecatamu, KOTOPHIM ThI JOBEpsiCllb. DTO SJEKTPOHHBIM aJpec HE HAJI0 HMCIOJIb30BaTh MPHU
peructpanuu Ha popymax U carTax;

7. He oTkpwiBail (aityibl U Apyrue BIOKCHHS B MHUChMax, JakKe €CJIM OHH IMPHUIILIA OT
TBOUX Jpy3ei. Jlydie yTouHu y HUX, OTHPABISUIH JU OHU TeOe 3TH (paiiisr;

8. [Tocne okoHuaHust pabOTHI HA IOYTOBOM CEPBHCE MEPE]T 3aKPHITHEM BKIIAJIKH C CATOM
He 3a0y/1b HakaTh Ha "BeriiT".

Ku6epOy/uiMHT WU BUPTYaJbHOE U31€BATEIbCTBO

KubepOynauHr - mpeciiejoBaHHE COOOIICHHUSIMH, COACpPXAIIUMU  OCKOpOJICHHUS,
arpeccuio, 3alyTuBaHHUE; XYJIUTAHCTBO; COIMAIBHOE OOMKOTHPOBAHHUE C TIOMOMIBIO Pa3TMIHBIX
MHTEPHET-CEPBUCOB.

OcHoBHbIE COBETHI 110 00PbOE C KNOEPOYIIMHIOM:

1. He Opocaiics B 60#. Jly4ymuii crmoco0: mocoBeTOBaThCS Kak ce0s BECTU U, €CIH HET
TOTO, K KOMYy MOXXHO OOpaTHThCS, TO BHauyaje yCIOKOUThCS. Ecim Thl HauHENb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHS, TO TOJIBKO elrle OOJIbIIEe pa30iIKellh KOH(IIUKT;

2. Ypasinsii cBoeil kubeppernyTaiuei;

3. AHOHUMHOCTh B ceTu MHHMas. CyIIECTBYIOT CHOCOOBI BBISICHUTH, KTO CTOMUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BeCcTH XyAUTAHCKHI 00pa3 BUPTyaidbHOW *U3HU. VIHTepHET (QUKCHpYET BCe
TBOU JICHCTBUS U COXPAHACT UX. Y TAIUTh UX OyAET KpailHe 3aTpyIHUTEIHHO;

5. Cobmroiait CBOIO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii ennHnyHbIi HeraTuB. OHOpa30Bble OCKOPOUTENbHBIE COOOIIEHUS JTy4Ile
UrHOpHpoBaTh. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4aabHOUW CTaNH;

7. ban arpeccopa. B nporpammax oOMeHa MrHOBEHHBIMHU COOOIICHHSIMH, B COITUATBLHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKU COOOIIEHUN C ONIPEICTICHHBIX a[PECOB;

8. Ecam Tel cBuperens kuOepOymauHra. TBoum JeHCTBUSA: BBICTYNHTH HPOTHB
npecienoBarTeis, MokKa3arb €My, YTO €ro JACHCTBUS OLEHMBAIOTCS HEraTHBHO, MOJAEPKATh
KEPTBY, KOTOPOH HYXHA TIICHXOJOTHYECKas TIOMOIIb, COOOIIMTh B3POCIABIM O (akTe
arpecCUBHOrO MOBEICHUS B CETH.

MooOniabHbIi Te1edoH

CoBpemennble cMapThOHBI W IUIAHIIETHI COAEpPKAT B ceOe BIIOJNIHE B3POCIHbIH
(GyHKIMOHAT, W TeMmeph OHM MOTYT KOHKYPHUPOBATh CO CTallMOHAPHBIMH KOMIIBIOTEPAMHU.
OnHako, CpeJCTB 3alIUThI AJsl MOJOOHBIX YCTPOMCTB MOKA OYE€Hb Mallo. TecTupoBaHHE U MTOUCK
yS3BUMOCTEN B HHUX MPOMCXOJUT HE TaK MHTEHCUBHO, Kak s IIK, To ke camoe kacaercsa u
MOOUIBHBIX NpuioxkeHuid. COBpeMEHHbIE MOOWIBbHBIE Opay3ephbl YK€ MPaKTHUYeCKH JOTHAIN
HACTOJIbHBIC AHAJIOTH, OJHAKO paciiupeHre (yHKIHMOHAIa BIEYET 3a CO00il OOJBITYIO
CIOKHOCTh M MEHBIIYI0 3alllMIIEHHOCTh. Jlameko He BCe MPOU3BOJUTENN BBIMYCKAIOT



OOHOBJICHHSI, 3aKPHIBAIOIINE KPUTHYECKUE YSI3BUMOCTU JUIsI CBOMX YCTPOHCTB. OCHOBHBIC
COBETHI JIJIs1 0€301aCHOCTH MOOMIILHOTO TesieoHa:

Hudgero He siBnsieTcsl mo-HacTosmeMy OecraTHbIM. byab ocTOpokeH, Belb Korja Tebe
npelaraloT OecIulaTHBIH KOHTEHT, B HEM MOTYT OBbITh CKPBITHl KaKue-TO IIJIaTHbIE YCIYIH;
Hymaii, npexxae uem otnpaButb SMS, ¢oTo nim Buaeo. Tel TOUHO 3HAEWIb, T€ OHU OyIyT B
KOHEYHOM uTOore?

Heo6x0a1Mo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBHPYCHBIE TPOrPaMMBbI 17151 MOOUJIBHBIX TENIE(OHOB;

He 3arpyxail npuioxeHusi OT HEU3BECTHOI'O MCTOYHHUKA, BEAb OHU MOTYT COJEpPKaTh
BPEIOHOCHOE NTPOrpaMMHOE 00€ecIIeYeHue;

[Tocne Toro kak THI BBIMIEIIb C caiiTa, TA€ BBOJWI JUYHYIO MHPOPMALUIO, 3alu B
HaCTPOMKHU Opay3epa U yJaiau cookies;

[leproanuecku npoBepsiii, KAKUE IUIATHBIE YCIIYTH aKTUBUPOBaHbI HA TBOEM HOMEPE;

JlaBaii cBOMf HOMep MOOMJIBHOTO Tesle(hOHA TONBKO JIFOJAM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEpsICLIb;

Bluetooth nomkeH ObITh BBIKJIIOUEH, KOTJa Thl UM HE MoJb3yelbes. He 3a0biBail uHOr 12
IIPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJANMH-UIPBl - 3TO KpacoyHble, 3aXBaThIBAIOIIME pa3BICUYEHUS,
00BEIMHSAIOIINE COTHU THICSY YEJIOBEK MO BceMy MHUpY. Mrpoku ucCIeayloT AaHHBIA UM MUD,
o0LIat0OTCs APYT C IPYrOM, BBINOJIHSIOT 3aJaHusl, CPaKatoTCsd ¢ MOHCTPaMH M IOJIY4alOT OIIBIT.
3a yJOBOJILCTBHE OHHU IJIATAT: MOKYNAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WM HpuoOpeTaroT
Kakue-To onuu. Bee aTu cpencTBa UayT Ha MOJAEpKAHUE U PA3BUTHE UIPHI, @ TAKXKE HA caMmy
0€30I1aCHOCTb: COBEPLICHCTBYIOTCS CHCTEMbl aBTOPU3ALlMM, BBIIYCKAIOTCS HOBBIE MaT4U
(unpoBbIe 3aIIATKH JJIST IPOTPaMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB. B 1mo100HBIX UTrpax
CTOUT OMAacaTbCs HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPaKd TBOEIO MAapoJs, HA KOTOPOM
OCHOBaHa CHCTEMa aBTOpU3alMU OOJIBIIMHCTBA UTP.

OcCHOBHbBIE COBETHI 10 0€30MaCHOCTH TBOET'O UTPOBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT ceds MI0Xo Wi co3faeT TeOe HeMpUsATHOCTH, 3a0JI0KUpYI
€ro B CIHCKE UTPOKOB;

2. loxanyiica agMUHUCTpaTOpaM WIPhl Ha IUIOXO€ TIOBEJIEHUE BTOT0 MIPoOKa,
JKEJIaTebHO MIPUIIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPHUHOB;

3. He ykas3piBaii mTuuHyto nHGOpMaIuio B mpogaiiie urpsbl;

4. YBaxail Ipyrux y4acTHUKOB II0 UTPE;

5. He ycranaBnuBaii Heo(uIHaIbHBIE TTATYH U MO/IBI;

6. Mcnionp3yi CII0KHBIE U pa3HbIE NapOJIy;

7. Jlaxxe BO BpeMsl MIPbl HE CTOMUT OTKJIKOYaTh aHTHBUpPYC. lloka TeI urpaemis, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WM KPaXka JUYHBIX JaAHHBIX

OObIuHOM Kpakell JeHer M JOKYMEHTOB CErojiHs YK€ HHUKOr0 HE YIWBHUIIb, HO C
pPa3BUTHEM HHTEPHET-TEXHOJIOTMH 3JIOYMBIIIJIEHHUKA [EPEMECTUIINCh B HWHTEPHET, H
IPOJOIDKAIOT 3aHUMaTbes "MmoOuUMBIM" nenoM. Tak mMosiBUJIaCh HOBas Yrpo3a: HHTEpHET-
MOILIEHHUYECTBA WJIM (UIIMHT, TJaBHas [elb KOTOPOrO COCTOMT B  IOJy4YEHUU
KOH(HICHIIMATIBHBIX JAaHHBIX IOJIb30BaTee - JIOTMHOB M mapoiyeil. Ha aHrimiickom s3bike
phishing untaercs kak ¢puiumHr (ot fishing - peiOHas 0B, password - TapoIb).

OcHOBHBIE COBETHI M0 O0pHOE ¢ PUIIUHTOM:

1. Cnemu 3a cBouM akkayHTOM. Eciam Tl momo3peBaeiib, YTO TBOsS aHKeTa ObLTa
B3JIOMaHa, TO HEOOXOMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aAMUHUCTpATOpaM pecypca 00 3ToM
KaK MOXHO CKOpEe;

2. Ucnonp3yit 6e3omacHble B€O-CaiiThl, B TOM YKCIIe, MHTEPHET-Mara3uHoB M MOMCKOBBIX
CHUCTEM;



3. Mcnonb3yil cloXHbIE U pa3Hble Mapoiu. TakuM oOpazom, eciu Tedsi B3JIIOMAIOT, TO
3JI0YMBIIIJIEHHUKH TIOJIY4aT AOCTYH TOJIBKO K OJJHOMY TBOEMY ITPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebs B31OMay, TO HEOOXOIUMO MPETYPETUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE
no0aBiieHbl y T€O0s B IpY3bsIX, O TOM, YTO T€Os B3JI0MAJIM U, BO3MOXHO, OT TBOETO UMEHU OyzeT
pacchlIaThCs CIaM U CChUIKM Ha (PUITMHTOBBIE CATHI;

5. YcranoBu HanexHbIi mapoiib (PIN) Ha MoOubHEIN TenedoH;

6. OTKIII0YM cOXpaHEHHE Mapos B Opaysepe;

7. He oTkpeiBaii ¢ailiibl U Ipyrue BJIOKEHHUS B MUCbMAaxX, Jake€ €CIM OHM HPULUIU OT
TBOMX Jipy3el. Jlyuie yrouHu y HUX, OTIIPABIISUIM JIU OHU TeOe 3TH (ailibl.

udpoBas penyranus

[udposas pemyrtanus - 3TO HEraTUBHAs WJIM MO3UTHUBHAS MH(pOpMalus B ceTu o Tebe.
Komnpomerupyromas uHpopmanus, pasMelleHHas B MHTEPHETE, MOKET Cephe3HbIM 00pa3oM
OTpa3uThbCsA Ha TBOEH peanbHOU Xu3HU. "Lludposas pemyramus” - 370 TBOW HUMUIK, KOTOPBIHA
dopmupyercss u3 uHdopmanuu o tebe B MHTepHeTe. TBoe MECTO KMUTENbCTBA, y4ueObl, TBOE
(¢uHAHCOBOE TIONIOKEHHE, OCOOCHHOCTH XapaKTepa M paccka3bl O OJM3KHX - BCE 3TO
HaKaIulMBaeTcs B ceTd. MHOIrMe NOJAPOCTKU JIETKOMBICIEHHO OTHOCSTCS K IYOJUKAI[MH JTUYHON
uHpopmauuu B VHTEepHETe, HE MOHMMAas BO3MOJXKHBIX MOcCHeACTBHM. Thl Jake HE CMOXKEIIb
JorajaTbCsk 0 TOM, 4To (QoTorpadusi, pa3MelleHHas 5 JeT Ha3aj, cTaja IPUYMHOM OTKaza
npuHATH Te0s1 Ha pabdoty. KomMeHTapum, pa3menienne TBoux (otorpaduii u apyrue AeicTBUS
MOTYT HE MCUE3HYTh JIa)Ke MOCJIe TOTr0, Kak Thl UX yAalIMIIb. Thl HE 3HaEIIb, KTO COXPaHWI 3Ty
uH(pOpMalLlMIo, MoNajla JU OHa B MOMCKOBBIE CUCTEMBl U COXpPaHWIACh JIU OHA, a TJIABHOE: YTO
HOIYMAIOT 0 TeOe OKpPY)KAIOLIUe JIIOU, KOTOpble HAWAYT M yBUAAT 3T0. Haiitu undopmaruio
MHOTO JIET CIIyCTSI CMOJKET JII000H - Kak W3 J0OphIX MOOYKICHWH, TaK W C HaMepeHHEeM
OPUYUHUTH Bpel. ITO MOKET ObITh KTO YTOJHO.

OcHOBHBIE COBETHI 10 3aKTe H(POBOI pemyTanuu:

1. ITogymaii, nmpexxae yeM 4uTo-To MyOJMKOBAaTh M IepeAaBaTh y cebst B Ojore WM B
COIIMATLHOM CETH,

2. B HacTpoiikax npoduisi ycTaHOBH OrpaHHUYEHHs Ha IPOCMOTP TBOEro MpoQUIIs U ero
COJIEP’)KUMOT0, cJIeNail ero TOJbKO "1Isl Ipy3en';

3. He pa3memail u He yka3biBail HH(POPMALIUIO, KOTOpasi MOXKET KOT0-IMO0 OCKOpOIATh
WJTU OOMXKATh.

ABTOpCKO€ NpaBo

CoBpeMeHHbIE IIKOJIBHUKM - AaKTHUBHBIE IIOJIb30BaTeNM LHU(POBOrOo MPOCTPAHCTBA.
OpHako Aaneko He BCE 3HAIOT, YTO MOJIb30BAHWE MHOTMMH BO3MOKHOCTSIMH IIU(PPOBOrO MUpPA
TpebyeT COOII0IeHUs TIPaB HAa HHTEIUIEKTYaIbHYI0 COOCTBEHHOCTh TepMUH "HHTEIIEKTYyalbHas
COOCTBEHHOCTB" OTHOCHUTCSI K Pa3IMYHBIM TBOPEHHUSAM UEJIOBEUECKOro yMma, HauyMHas ¢ HOBBIX
n300peTeHnil U 3HaKOB, 0003HAYAIOUINX COOCTBEHHOCTb HA MPOAYKTHI U YCIYTH, U 3aKaHYMBAast
KHUTaMu, ¢ororpadgusMu, KHHOPUIBMAMU U MY3BIKAJbHBIMH HPOM3BEIEHUSAMH. ABTOpPCKUE
IpaBa - 3TO MpaBa Ha UHTEUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOM3BEICHUS HAyKH, TUTEPATyphI
U HCKYCCTBAa. ABTOpCKME IIpaBa BBICTYHNAIOT B KauecTBE TapaHTUM TOroO, 4YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUNA TPyA aBTOpa He OyneT HampacHbBIM, JAAacT €My CIIpaBeIUBbIE
BO3MOXHOCTH 3apa00TaTh Ha pe3ylbTaTaxX CBOEro TPyZa, NOJYYUTh U3BECTHOCTH U NMPHU3HAHUE.
Huxkto 6e3 pa3pernieHns aBTopa He MOYKET BOCIIPOU3BOIUTH €0 IIPOU3BEIEHUE, PACIIPOCTPAHATD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MpPOAABATH, HWMIIOPTHPOBATH, IyCKaThb B MPOKaT, MyOJIUYHO
WCIIOJIHATh, MMOKAa3bIBaTh/UCHONHATE B 3¢upe wiu pasmemarbh B MHtepHere. Mcnonbs3oBanue
"mUpaTCKOro" MPOrpaMMHOr0 OOECIIEYeHHsT MOXKET MPHUBECTH K MHOTMM pHCKaM: OT MOTepH
JAHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKHU TBOETO YCTPOWCTBA, I'/I€ YCTAHOBJIEHA HeJlerajbHas
nporpamMa. He crout Takke 3a0bIBaTh, YTO CYLIECTBYIOT JIerajbHble U OecrulaTHbIC
MPOrpaMMbl, KOTOPbIE MOKHO HaTH B CETH.

O noprane

CereBu4ok.pp - TBOW TJIABHBIM COBETYMK B CETH. 3J€Ch Thl MOXEIIb Yy3HATh O
0€30IaCHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, @ MPH BO3HUKHOBEHUH KPHUTUYECKOMH



CUTyallud OOpaTUTHCS 3a COBETOM. A TaKKe MPUHATh y4acTHE B KOHKYpCaX M CTaTh CaMbIM
HU(PPOBBIM I'PAKIAHUHOM!



